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The PowerShell Environment

« The version of PowerShell that we are looking at is a standard
CLI (Command Line Interface) shell.

« The syntax for using PowerShell from the CLI is similar to the
syntax used for other CLI shells.

« The fundamental component of a PowerShell command, is of
course, the name of the command to be executed.

 |In addition, the command can be made more specific by using
parameters and arguments to the parameters.

e Therefore, a PowerShell command can have any of the
formats shown on the next page.

([
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The PowerShell Environment

[command]

[command] -[parameter]

[command] -[parameter] —[parameter] [argumentl]

[command] - [parameter] —[parameter] [argumentl], [argument?]

* In PowerShell, a parameter is a variable that can be accepted
by the command, script or function. An argument is a value
assigned to a parameter.

« Although these terms are often used interchangeably,
remembering the difference will be helpful when working with
PowerShell.

« The following pages illustrates all of these forms:
( 1
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Player ~ | [ + (&

& Administrator: Windows PowerShell

PS5 C:suszerssAdministrator~MyScriptz} get—-process
Handles HNPMCKD PHCK> WECK>» UHCHMD CPU{s> ProceszsName

41 248 8806 46
628 1788 1728 8
221 624 3232 184
244 6888 2448 61

72 1204 20892 39
429 16168 13868 138

11188 2806 54

122608 372

a 24
3344 3572
168068 1256
2932 1416

48 4808 208068
345356 283748
344052 282212

476608 48512

2892 1716
6148 7828
248 64
7788 2956
1912 1448
2476 2704
2788 2768
5388 4’708
2912 3528
42912 445808
6768 7332
74608 45808
14568 7652
5656 4824
816 152
1268 146
588 548
a 64
2884 2276
1868 1772
1832 260
3316 4188
2180 1632

ApacheMonitor
CSPSES
CEPSES
dllhost
dwm
explorer
httpd
httpd

Idle

1sass

1zm

msdtc
mysqgld
oracle
oracle
povershell
seruices
SLavc

EMES
spoolswy
suchost
suchost
suchost
svchost
suchost
suchost
suchost
suchost
suchost
suchost
suchost
suchost
suchost
Syztem
taskeng
taskeng
Tomcat?u
TPAutoConnect
TPAutoConnSve

- e

3 D2
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Player ~ | [ + (&

= Administrator:

Sizefk)

ModuleMame

44
1184
88m@
628
360
792
776
532
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ApacheMonitor.exe

ntdll.d11
kernel3dZ.dll
USER32.d11
GDI32.d11
ADUAPI3Z .d11
RPCRT4.d11
COMCTL32.d11
SHELL3Z.d11
mzvcrt.dll
SHLWAPI .d11
ole32.d11
WISAPI3Z2.d11
IMM32 . DLL
MSCTF.d11
LPK.DLL
UsPia.d1l
comct132.d11
CSPSS..EXE
ntdll.d11
CSRSRU.d11
basespru.dll
winspv.dll
USER32.d11
KERMEL3Z2.d11
GDI32.d11
ADUAPI3Z2.d11
RPCRT4.d11
LPK.DLL
UsP1@.d11
mzvcrt.dll
sxs.dll
CSPSS..EXE
ntdll.d11
CSRSRU.d11
basespru.dll
winspv.dll
USER32.d11
KERHEL32 .d11
GDI32.d11

ndows Powershell

PS5 C:\users\ﬂdministratur\ﬂyscriptsi get—process —Module i

FileMame

lzlzlyiyiyiylsislsislylinslylislylnlslnlslinslslslalslalslylplalnlylylalylylelyelslelyl

“Program Files“Apache Software Foundation“~Apache2.2-...
sHWindowsssystemdZ2sntdll.dll
sUWindowsssystem3Z2skernel32 . dll
sHindowsssystem3d2S\USER3Z .d11
sHindowsssystem32nGDI3Z2 .d11
SsMWindowsssystem325NADUAPT 32 .d11
sHWindowsssystemd2SRPCRT4.d11
SMindows WinSx8\xB6_microsof t.windows .common—control...
SsHWindowsssystem32S8HELL32 .d11
sHWindowsssystemd2smsvert . dll
SsHindowsssystem325SHLUYAPT .d11
sHWindowsssystemdZ2soled2 . dll
sMindowsssystem32NWTSAPI32 .d11
sHWindowsssystem32SIMM3Z . DLL
sHWindowsssystemd2SHMSCTF.d11
sHindowsssystem32sLPK. DLL
sHWindowsssystemd2sUSP168.d11
SMWindows \WinSx5x86_microsoft . windows .common—control...
sUWindowsssystem32hecsrss..exe
Mindowsssystem32hntdll.dll
sHWindowsssystemd2SCE5RSRU .d11
SsWindowsssystem3Z2shasesre.dll
sHindowsssystem3d2swinsru . dll
sHWindowsssystemd2SUSER3IZ .d11
sMindowsssystem32~KERNEL3Z .d11
sHindowsssystem32nGDI3Z2 .d11
SsHWindowsssystem32SNADUAPIZZ . d11
sMWindowsssystem32\RPCRT4.d11
SsHWindowsssystem32sLPK.DLL
sMWindowsssystem325U5F18.d11
sUWindowsssystemd2smsvert . dll
Mindowsssystem32hexs . dll
sUWindowsssystem32hcsrss..exe
sHWindowsssystemd2sntdll.dll
sHindowsssystem3d25C5RSRU.4d11
SsWindowsssystem3Z2shasesre.dll
Mindowsssystem3d2swinsrv.dll
sHWindowsssystemd2SUSER3IZ .d11
sUWindowsssystem32SNKERNEL32 .d11
sHWindowsssystem325GDI32.d11

=
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P'Ia],rerv| DD'D'j_J:.:

= Administrator: Windows PowerShell

get—process —Mame FPowerShell

PS GC:sunserssAdministrator-MyScripts>
Handles HNPFM<K> FH<CK> HUSCK> UM<HD
193 ] 49312 48308 183

CPU<=s> Id ProcessMName

B.69 39768 powershell

PS C:suserssAdmninistrator~MyScriptsl _

Player ~ | [ ~ (&

B Administrator: Windows PowerShell
PS C:\users\ﬂdministratur\ﬁyﬁcripts[ get—process —Mame Powerfhell,. ApacheMonitor |

Handles MNWPMC{K> PHMCK> WECK> UMCH> CPUC=> Id ProcessMame
46 a.08 2628 ApacheMonitor

41 2 748 876
278 7 46956 47676 185 a.9% 3968 powershell

PS C:suserssAdministrator~MyScripts>
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The PowerShell Environment

« As with all CLI-based shells, you need to understand how to
navigate the PowerShell CLI to use it effectively.

« The table on the following page lists the editing operations
associated with various keys when using the PowerShell Console.

» Most of the features of PowerShell are native to the cmd prompt,
which makes PowerShell adoption easier for administrators
already familiar with the Windows command line.

« The only major difference is the Tab key which is enhanced in
PowerShell beyond the capabilities in the cmd prompt. In
PowerShell the Tab key can be used to auto-complete commands,
variables, parameter names, and even allowable operations on

variables. Try some out!
#
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PowerShell Console Editing Features

Editing Operation

Left and Right Arrows ~ Moves cursor left and right through the current command line.
Up and Down Arrows Move up and down through the list of recently typed

commands.
Insert Switches between insert and overstrike text-entry modes.
Delete Deletes the character at the current cursor position
Backspace Deletes the character immediately preceding the current cursor
position.
F7 Displays a list of recently typed commands in a pop-up

window in the command shell. Use the up and down arrows to
select a previously typed command, and then press Enter to
execute the selected command. Use the ESC key to hide pop-
up window.

Tab Auto-completes command line sequences. Use the Shift+Tab
sequence to move backward through a list of potential matches.
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& Administrator: Windows PowerShell

HesPlugInService
WdiServiceHost
WdiSystemHost
Wecsvc
wvercplsupport
WHerSvc
WinHttpAutoProx. ..
Winmgmt

WinRM

wmiApSre
WPDBusEnum
WPFFontCache_vBA488
INTEATE-3 T

wudf sve

= |l

revv—r——
EDOOEED O SO

'Etupped

NPMCH>

78 4
128 3
85 3

PMCK>

1156
1268
2488

Handles

L44

78
A.28125
wininit

576

128
A.78125
winlogon

4828

85
A.148625
wuauc 1t

Windows Color System
Diagnostic Service Host
Diagnostic System Host

Windows
Prohlem
Windows
WinHTTP
Windows
Windows

Event Collector

Reports and Solutions Contr...
Error Heporting Service

Weh Proxy Auto-Discovery Se...
Management Instrumentation
Remote Management <WS—Manag...

% CisunzerssAdministratorsMys

WHI Performance Adapter

Portahle Device Enumerator Service
Windows Presentation Foundation Fon...
Windows Update

Windows Driver Foundation — User-mo...

. [PS CisuszerssAdministratorsMyScripts?> get—process ws

get—process
get—help
SArravsScriptdopsi
get—process | sort—ohject id
dir | more
get—service
qet—process wx
1

et—process w* | format—list

Press F7 to pop-up this
recent history of activity

% CisunszerssAdministratorsMyScripts> :j

l'.'“l'Siartl J _}:_5 il @ 0 J E{T:‘Program Hles‘ﬂp...l B Administrator: Comm... | }?Administrator "E Administrator: Win... |<< b@ @[&:} T17PM
(| To direct inpust to this vitual machine. press Cir+G.
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Understanding Cmdlets In PowerShell

« Cmdlets are a fundamental part of Powershell’s functionality.
They are implemented as managed classes (built on the .NET
Framework) that include a well-defined set of methods to
process data.

« A cmdlet developer writes the code that runs when the cmdlet
IS classed and compiles the code into a DLL that’s loaded into
a PowerShell instance when the shell is started.

* You already saw In a previous set of notes that cmdlets are
always named with the format Verb-Noun where the verb
specifies the action an the noun specifies the object to operate
on.

([
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Understanding Cmdlets In PowerShell

 Because cmdlets derive from a base class, a number of
common parameters, which are available to all cmdlets, can be
used to help provide a more consistent interface for

PowerShell cmdlets.

« These common parameters are shown in the tables on the next
two pages.

#
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Common Cmdlet Parameters In PowerShell

Data Type

\erbose Boolean Generates detailed information about the operation,
much like tracing or a transaction log. This parameter
Is effective only in cmdlets that generate verbose data.

Debug Boolean Generates programmer-level detail about the operation.
The cmdlet must support the generation of debug data
for this parameter to be effective.

ErrorAction Enum Determines how the cmdlet responds when an error
occurs. Values are Continue (default), Stop,
SilentlyContinue, and Inquire.

ErrorVariable String Specifies a variable that stores errors from the cmdlet
during processing. This variable is populated in
addition to $error.

OutVariable String Specifies a variable that stores output from the cmdlet
during processing.
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Common Cmdlet Parameters In PowerShell

Data Type

OutBuffer Int32 Determines the number of objects to buffer before
calling the next cmdlet in the pipeline.

Whatlf Boolean Explains what happens if the cmdlet is executed but
doesn’t actually execute the command.

Confirm Boolean Prompts the user for permission before performing any
action that modifies the system.

'\ )

NOTE: The last two parameters in the table, Whatlf and Confirm, are
special in that they require a cmdlet to support the .NET method
ShouldProcess, which might not be true for all cmdlets. The
ShouldProcess method confirms the operation with the user, sending
the name of the resource to be changed for confirmation before

\performing the operation. j
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Understanding Cmdlets In PowerShell

When you’re first starting to work in PowerShell, the get-help
and get-command cmdlets can be quite useful.

You already saw a few instances of the get-help cmdlet in the
first set of PowerShell notes.

PowerShell has two parameters for the get-help cmdlet:
-detailed, and —full.

The —detailed parameter displays additional information about a
cmdlet, including descriptions of parameters and examples of
using the cmdlet. The —full parameter displays the entire help file
for a cmdlet, including technical information about parameters.

The table on the next page illustrates the sections returned by
#
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Components of get-help

Help Section Description
Name The name of the cmdlet
Synopsis A brief description of what the cmdlet does.
Detailed Description A detailed description of the cmdlet’s behavior, usually including
usage examples.
Syntax Specific usage detalls for entering commands with the cmdlet.
Parameters Valid parameters that can be used with this cmdlet.
Input Type The type of input this cmdlet accepts
Output Type The type of data this cmdlet returns
Terminating Errors If present, identifies any errors that result in the cmdlet

terminating prematurely.

Non-Terminating Errors  Identifies noncritical errors that might occur while the cmdlet is
running but don’t cause the cmdlet to terminate.

Notes Additional details on the cmdlet
Examples Common usages examples for the cmdlet
Related Links References to other cmdlets that perform similar tasks.
\,( .
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Understanding Cmdlets In PowerShell

« The get-command cmdlet is also quite useful as it lists all the
available cmdlets in a PowerShell session.

« It 1Is more powerful than get-help because it lists all
available commands, including cmdlets, scripts, aliases,
functions, and native applications in a PowerShell session.

« The next couple of pages illustrate some variations of the get-
command cmdlet.

#
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Player ~ | [ + (&

& Administrator: Windows PowerShell

% CisuzerssAdministratorsMyScripts} get—command

Name Definition

kA ForEach—-Obhject

? Where—0hbhject

A: Set-Location A:

ac Add-Content

Add-Computer Add—Computer [-DomainMamel <String> [-Credential...
Add—Content Add-Content [-Pathl <{Stringll> [-Ualuel <Objectl...
Add-History Add—History [[-InputObject] <{PS0bjectl[]1>] [-Pass...
Add—Member Add-Member [-MemberTypel <PEMemberTypez> [-Mamel...
Add-P8Snapin Add-PSS8napin [-Mamel <Stringll> [-PassThrul [-Ve...
Add-Type Add-Type [-TypeDefinition] <String> [-Language <...
asnp Add-P58napln

B: Set-Location B:

G: Set-Location G:

cat Get—Content

cd Set-Location

cd.. Set—Location ..

cds Set-Location

chdir Set-Location

Checkpoint—Computer Checkpoint—Computer [-Description] <String> [[-R...
cle Clear—Content

clear Clear—Ho=st

Clear—Content Clear—Content [-Pathl <Stringl[l1> [-Filter <Strin...
Clear—EventLog Clear—EventLog [-LogMamel <Stringll* [[-Computer...
Clear—History Clear—History [[-Id] <Int3201>]1 [[-Count] <Int32...
Clear—Host $space = Mew-0Object System.Management.futomation...
Clear—Item Clear—Item [-Pathl <Stringll> [-Forcel [-Filter ...
Clear—ItemProperty Clear—ItemProperty [-Pathl <{Stringll> [-Mamel <5...
Clear—Variahle Clear—VUariahle [-Namel <Stringl[l> [-Include <Str...
clhy Clear—History

cli Clear-Item

clp Clear—ItemProperty

cls Clear—Ho=st

clu Clear—VUariahle

compare Compare—0hject

Compare—0Ohject Compare—0hject [-ReferenceOhject] {PSObjectl1> [...
Complete—-Transaction Complete-Transaction [-Uerbosel [-Debugl [-Error...
Connect—lSHan Connect-WSMan [[-ComputerMame] <String>] [-Appli...
ConuvertFrom—Csv ConvertFrom—Csv [-InputOhject] <PS0Obhject[1> [[-D...
ConvertFrom—SecurelString ConvertFrom—Secureltring [-SecureStringl <Secure...
ConvertFrom—StringData ConvertFrom—StringData [-StringDatal <String> [-...
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Payer ~ | I + (& B

= Administrator: Windows PowerShell

PE C:suserssMdministratorsMyScripts? get—command ipconfig | format-list =

Helpllri H

FilelUersionInfo = File: C:sWindowsssystemd2sipoconfig.exe
Internallame: ipconf ig.exe

OriginalFilename: ipconfig.exe.mui

Filellersion: 6.A.6801 18808 Clonghorn_ptm.ABA118-184@)
FileDescription: IP Configuration Utility

Product: Microsoftr Windowsr Operating System
ProductlUersion: 6.B.6001.18008

Dehug = Falze

Patched: Falze

PreRelease: Falze

PrivateBuild: False

SpecialBuild: False

Language : English ¢(United States>

Path : CosWindowsssystemd2sipoonf ig.exe
Extension I o.exe

Definition ¢ G:sMindowsssystem32hipconf ig.exe
Jizihility ! Public

OutputType : {System.String?

Name ! ipconfig.exe

CommandT ype : Application

ModuleMame :

Module

Parameters

ParameterSets

PS C:suserssAdministratorsMyScripts> _
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Variables In PowerShell

In most shells, the only data that can be stored in a variable is
text data. In advanced shells and programming languages,

data stored In a variable can be almost anything, from strings,
to sequences of objects.

 Similarly, PowerShell variables can hold just about anything.

« To define a PowerShell variable, you must name it with the $
prefix, which helps delineate variables from aliases, cmdlets,
filenames, and other items a shell operator might need to use.

« A variable name is case sensitive and can contain any
combination of alphanumeric characters (A-Z,a-z,0-9) and the
underscore (_) character.
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$MSProcesses = get-process | where {$_.company —match “.*Microsoft*”}

EE C:sunserssAdministratorsMyScripts> SMS8Processes = get—process | where {%_.company —match ".®*Microsoft=
S CrsuserssAdministratorsMyScripts> SMSProcesses

Handles HMWPM<{K> PHC{K> HSCKY UMCM> CPU<s> ProcessHame

L19
256
233

75
1508
L2
159
167
166

1672 L@Y6 185 A._86

6712 7224 7.14 CSrsS
LE36 12404 a._38 dllho=st
1328 4212 49 a_45 dwm
16936 265088 8._85 explorer
2976 8268 1.39 lsass
1568 3764 a. 686 l=m

2888 112 H.28 dt /, 1 \\
L2808 2812 8.28 mSALe hell The variable $MSProcesses

2100 6136 2.47 services holds a collection of
L3368 2684 1.19 SLsuc .
252 728 B.23 smss Microsoft processes that are
6924 12452 1.27 spoolsu .
2672 6260 4.11 suchost currently running on the
27732 6168 H.34 suchost
5228 8092 1.53 suchost \system.
1628 4664 H.86 suchost
joesn 42836 6h.28 suchost
o2 18768 a.73 suchost
6776 8476 A.55 suchost
14168 15396 1.38 suchost
57604 2928 a.58 suchost
1856 L268 H.11 suchost
B3z 2888 a.8z2 suchost
54R 2284 H.686 suchost
3168 4928 a.88 suchost
1868 L84 A._86 taskeng
2812 7584 a.28 taskeng
1168 3932 B.2a wininit
1232 4368 a.41 winlogon
2468 L2608 H.88 wuauc 1t

ke

Ll =]l (B0 =k L0 O 00 =] Lo WD DD L = J SO LR

Lo ph =] LA =] =k B3 LA

PSS GC:snsers~AdministratorsMyScripts> _

-

“| | d -
fwgtartl | 2 ® @ O || Administrator: Windo... [ new 1-Notepad++ «EBEEYy i 396eM
SORELTTE vmware
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Variables In PowerShell

« When a PowerShell session is started, a number of built-in
variables are defined automatically.

 These variables are often helpful with various system
administration duties. Becoming familiar with them as well as
their default values is recommended.

 The next page illustrates a partial listing of these built-in
PowerShell variables.

#
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=101 %]

et il EriRriab it Pipt34 zet—location variahle: |
% UVariable:=»> get—childitem

variahle:

7 True
set—location

¢ <
onfirmPreference High
onsoleFileMame
ebugPreference £ilentlyContinue
rror L
rrorActionPreference Continue

= [Errorliew Hormalliew
xecutionContext Sysztem.Management .Automation.Enginelntrinsics
alse False

# FormatEnumerationLimit 4

C:xUzers~Adminiztrator

Suystem.Management .Automation.Internal.Host.InternalHost
System.Collections.ArrayList+ArrayListEnumeratorSimple
aximumAliasCount 4096

aximumDriveGount 4096

aximunErrorCount 256

aximumFunctionCount 4876

aximumHistoryCount b4

aximumlUariableCount 4896

ylnvocation Sysztem.Management .Automation.InvocationInfo
estedPromptLevel

ull

utputEncoding Sustem.Text .ASCIIEncoding

2924
C:slUserssAdministratorsDocuments s WindowsPowerShellsMicrosoft.PowerShell_pr
Continue

r

en—-US

GC=sUWindows~Systemnd2 - WindowsPowerShell~uwl . @
SS8essionfApplicationMame Wsman
S8essionConf igurat ionName http:/sschemas .microsoft.comnspovershell Microsoft.PowerShell =

‘| | W

f“smrt| | 5 ® & O || LY Administrator: Windo... «B@ Y @y osam
=el=kolofe  vmware
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Variables In PowerShell
« These built-in PowerShell variables are divided into two types.

« The first type has a special meaning in PowerShell because
they store configuration iInformation for the current
PowerShell session.

» Of these special variables, two are commonly used:
— $ - contains the current pipeline object

— $Error - contains error objects for the current PowerShell session

« The next page illustrates an example of both:

#
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& Administrator: Windows PowerShell

PS (:\usersMidninistratorsMyScripts) get-service | where-object {5_.Name -match "W32Tine" Nanme}

PS Cavusers\MidninistratorsyScriptd) SEmwor
nexpected token ‘Name' in expression or statement.
PS C:husers\Administratom\MyScripte) get-sepvice | where-ohjecd {5_.Name match "W32Time")

Status  Name DisplayName

Running Y321 ime Windows Time

PS C:usersMdninistratorsHySeripts?
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Variables In PowerShell

« The second type of built-in variable consists of preference
settings used to control the behavior of PowerShell.

« The table on the next page describes these variables.

— NOTE: A Command Policy can be one of the following strings:
e SilentlyContinue
e NotifyContinue
e NotifyStop

e Tnquire

CNT 4603: Scripting — Windows PowerShell — Part 3 Page 25 Dr. Mark Llewellyn ©




PowerShell Preference Setting Built-in Variables

Allowed Description
Values

$DebugPreference Command Policy  Action to take when data is written via Write-Debugina

scriptor writeDebug () inacmdlet.
SErrorActionPreference Command Policy  Action to take when data is written via Write-Errorina

scriptor WriteError () inacmdlet.
$MaximumAliasCount Integer Maximum number of allowed aliases
$MaximumDriveCount Integer Maximum number of allowed drives
$MaximumErrorCount Integer Maximum number of errors held by $Error
$MaximumFunctionCount Integer Maximum number of functions that can be created
$MaximumVariableCount Integer Maximum number of variables that can be created
$MaximumHistoryCount Integer Maximum number of entries saved in the command history

$ShouldProcessPreference Command Policy Action to take when ShouldProcess is used in a cmdlet
$ProcessReturnPreference Boolean ShouldProcess returns this setting

$ProgressPreference Command Policy  Action to take when data is written via Write-Progress
inascriptor writeProgress () inacmdlet.

SVerbosePreference Command Policy  Action to take when data is written via Write-Verbose in
ascriptor write-Verbose () inacmdlet.

/,—
,,
/
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Understanding Aliases In PowerShell

« Unless you are using a script, PowerShell can require a fair
amount of typing to run various command seguences.

« As with many scripting languages, PowerShell has an aliasing
mechanism for cmdlets and executables, which can cut down
on the amount of typing needed.

e Consider the two versions of the command shown on the next
pages.

« NOTE: this example doesn’t provide a major reduction in
typing per se, but aliases can save you some time and prevent
typos. To see the list of PowerShell aliases supported in the
current session use the get-alias cmdlet as shown on page

29.

([
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get-process | where-object {$_.company —match “.*Microsoft*”} | format-table Name, Id, Path -Autosize

= Administrator: Windows PowerShell

indows PowerShell

opyright <C» 200? Microszoft Corporation.

All rights reserved.

=]

S CisuserssAdministratorsMyScripts?> get—process | where—obhject {5_.company —match ".#Microsoft="" |
Id,. Path., Company —Autosize

azkeng
rustedInstaller
ininit

268
784
296
1816
1884
1148
1168
1328
1788
2324
1444
2152
3616
L64
572
1276

C:xWindowsssystem32hcsrss . exe
C:xMWindowsssystem32hcsrss _exe
C:xWindowsssystem3d2sdllhost.exe
C:xWindowsszystem32Dum. exe
C:sWindowssExplorer.EHE
C:xMWindowsssystem3d2hlsass _exe
C:sWindowsssystem3dZ2slsm. exe
C:xWindowssSystem32 msdtc .exe

C:sWINDOWSssystemd2sWindowsPowerShell vl .B~povershell.exe
C:xWindowsssystem32hservices .exe

C:sWindowsssystem3d2sSLheve .exe

C:xWindowssszystem3d2hasnss _exe

C:sWindowssSystem32sspoolsv.exe
C:xWindowsssystem32hsuchost .exe
C:sWindowsssystem32ssvchost .exe
C:xWindowsssystem32hsuchost .exe
C:sWindowssSystem32ssvchost.exe
C:xWindowsssystem32hsuchost .exe
C:sWindowsssystem32ssvchost .exe
C:xWindowsssystem32hsuchost .exe
C:sWindowsssystem32ssvchost .exe
C:xWindowssSystem32hsuchost .exe
C:sWindowsssystem32ssvchost .exe
C:xWindowsssystem32hsuchost _exe
C:xWindowssSystem3d2~svchost . exe
C:xWindowsssystem32hsuchost .exe
C:xWindowsssystem3d2~tazkeng.exe
C:xWindowsssystem3d2htazskeng.exe

C:xWindowssszervicingsTrustedInstaller.exe

C:xWindowsssystem3d2hwininit .exe

C:xWindowsssystem3d2suwinlogon. exe
C:xUWindowsssystend2swhemumipruze _exe

% Cisusers~Administrators~MuyScripts>

1]

Companyy

MHicrosoft
Microsoft
MHicrosoft
Microsoft
MHicrosoft
Microsoft
MHicrosoft
Microsoft
MHicrosoft
Microsoft
MHicrosoft
Microsoft
MHicrosoft
Microsoft
MHicrosoft
Microsoft
MHicrosoft
Microsoft
MHicrosoft
Microsoft
MHicrosoft
Microsoft
MHicrosoft
Microsoft
MHicrosoft
Microsoft
MHicrosoft
Microsoft
MHicrosoft
Microsoft
MHicrosoft
Microsoft

Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
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gps | ? {$_.company —match “.*Microsoft*’} | ft Name, Id, Path -Autosize

[ Administrator: Windows PowerShell

§ CisuserssAdministratorsMuScripts>
S C:suserssAdministratorsMyScripts> gps | 7 {5_.company —match “.*Microsoft="> | ft Mame, Id, Path, Company

ame Id
spss 4932
SPEs L6
llhost 3748

1zsm 644
sdtc 3768
owershell 1256
ervices 624
Lsvc 18248
mes 424
poolsu 1536
vchost 812

vchost 268
vchost 284
vchost 276
vchost 1816

vchost 1884
vchost 1148
vchost 1168
vchost 1328

askeng 549
azkeng 1444
askeng 2152
rustedInstaller 3616

ininit L6
inlogon 572

C:xWindowsssystem3d2scarss.exe
C:sWindowsssystem3d2scsrss.exe
C:sWindowsssystemd2sdllhost.exe
C:sWindowsssystem3d2sDum.exe
C:sWindowssExplorer.EXE
C:sWindowsssystem3d2slzass.exe
C:sWindowsssystemd2slsm.exe
C:sWindowssSyztem32'mzdtc.exe

CosWINDOWSssyztem32sWindowsPowerShellsvl .B~poverzhell . exe
C:sWindowsssystemd2sservices ..exe

C:sWindowsssystem32»8Lsvc.exe
C:sMWindowsssyztem3d2semss .exe
C:sHindowssSystem3d2sspoolsv.exe
C:sHindowsssystemd2ssvchost .exe
C:sWindowsssystemd2ssvchost .exe
C:sMindowsssyztemd2ssvchost . exe
C:sHindowssSystem3d2ssvchost .exe
C:sHindowsssystemd2ssvchost .exe
C:sWindowsssystemd2ssvchost . exe
C:sMindowsssyztemd2ssvchost . exe
C:sHindowsssystemd2ssvchost . exe
C:sHWindowssSystemd2ssvchost .exe
C:sWindowsssystemd2ssvchost . exe
C:sMindowsssyztemd2ssvchoszt . exe
C:sHindowssSystem3d2ssvchost . exe
C:sHindowsssystemd2ssvchost .exe
C:sWindowsssystemd2stazkeng.exe
C:sMindowsssyztemd2stazkenyg . exe
C:sHWindowsssystemd2staszkeng.exe

C:sHindowssservicing TrustedInstaller.exe

C:sWindowsssystemd2swininit.exe

C:sWindowsssystem32swinlogon . exe

5§ CisuserssAdministratorsMuScripts>

d

Company

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
Corporation
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& Administrator: Windows PowerShell

EE C:suserssAdministrator~HyScriptsh get—-alias

CommandT ype Hame
fAlias P
Alias ?
Alias ac
Alias asnp
Alias cat
Alias cd
Alias chdir
Alias clc
Alias clear
Alias clhy
Alias cli
Alias clp
Alias cls
fAlias clu
Alias CcOompare
Aliaz copy
Alias cp
Aliaz cpi
Alias cpp
Aliaz cupa
Alias dbp
Alias del
Alias diff
Alias dir
Alias ehp
Alias echo
Aliaz epal
Alias EpCcsy
Aliaz epsn
Alias erase
Alias etsn
Alias exsn
Alias

Alias

Alias

Alias

Alias

4

Definition

ForEach—Ohject
WYhere—0hject
Add-Content
Add-PSSnapln
Get—Content
Set—Location
Set—Location
Clear—Content
Clear—Host
Clear—History
Clear—Item
Clear-ItemProperty
Clear—Host
Clear—Vlariahle
Compare—0bhject
Copy—-Item
Copy-Item
Copy—Ttem
Copy—-ItemProperty
Convert—Path
Disabhle-PSBreakpoint
Remove—-Item
Compare—0Ohject
Get—ChildItem
Enahle-PSBreakpoint
rite—Output
Export—Alias
Export—Csu
Export—P5Sessdion
Remove—-Item
Enter—PS8S8ession
Exit-PS8%ession
Format—Custom
Format-List
ForEach—0Object
Format-Table
Format—Wide

CNT 4603: Scripting — Windows PowerShell — Part 3

Page 30

Dr. Mark Llewellyn ©




Understanding Aliases In PowerShell

There are several cmdlets that deal with aliases in PowerShell.
The previous page illustrates the get-alias cmdlet.

There are a few more that allow you to define your own aliases
and to import and export aliases to other PowerShell sessions.

[ Administrator: Windows PowerShell

P§ C:susers\dministratorsMyScripts) get-command *Alias

CommandT ype Name Definition

Cndlet Export-flias Export-filias [-Path]l {String> [[-Name
Cndlet Get-Alias Get-fAlias [[-Namel {S8tring[1>] [-Excl
Cndlet Import-flias Import-fAlias [-Pathl {String> [-Scope
Cndlet New-fAlias Neu-Alias [-Namel {String? [-Ualuel {
Cndlet Set-Alias Set-Alias [-Namel {String> [-Ualuel ¢

J
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Understanding Aliases In PowerShell

e The Export-Alias and Import-Alias cmdlets are used

to export and import aliases from one PowerShell session to
another.

e The New-Alias and Set-Alias cmdlets allow you to
define new aliases for the current PowerShell session.

* Note that by default, all aliasing pertains only to a PowerShell
session. Exiting PowerShell discards any existing aliases.

« For an alias to be persistent, it must be defined using the set -
alias cmdlet and defined in the profile.ps1 file. You

can find the location of this file on your machine by typing
Sprofile atthe PowerShell prompt.
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CAUTION: Using Aliases In PowerShell

« Although command shortening may seem appealing, extensive
use of aliasing is not recommended.

« One reason Is that aliases are not very portable to scripts. For
example, If you are using a lot of aliases in a script, you must
Include a set-alias sequence at the start of the script to
ensure that those aliases are present, regardless of the machine,
or session profile, when the script runs.

« However, a bigger concern is the probability that an alias can
obscure or confuse the true meaning of commands or scripts.
The aliases you define might make sense to you, but not
everyone may share your logic in defining aliases. In general,
functions are a better way to go than extensive aliasing.
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